Cyber Security Awareness Quiz
Name:____________________  



Date:_____________

1. If you believe someone is breaking a computer crime law, you should:

a. Not do anything about it
b. Inform you supervisor and ISO
c. Contact the new media
d. All of the above

2. If you are working with medical data and you find interesting medical information about a neighbor, you should:

a. Obey VA’s Confidentiality principles and not share the information with anyone except on a need to know basis for work related purposes

b. Tell you other neighbors, but make sure they promise not to tell anyone

c. Print it out and take it home, as long as you don’t share it with anyone

d. Download the information to your personal USB flash drive

3. Which of the following is considered inappropriate use of government resources?

a. Running a side business

b. Applying for a VA job during your lunch time

c. Gambling

d. Visiting a news web site during a break

4. VA directive 6600 requires:

a. Employees treat the sensitive information of others the same as they would treat their own 

b. Employees don’t spill coffee on their keyboard

c. Employees don’t work during their lunch time

d. VA computer are left on at night

5. What should you do if you receive a chain letter in an email?
a. Follow the instructions in the email if they don’t take too much of your time

b. Delete the email

c. Forward the email to your ISO 

d. Reply to the email with a ‘please stop’ message

6. What should you do if you receive an email attachment from someone you don’t know? 

a. Do not open the attachment

b. Open the attachment if the subject line seems harmless

c. Reply to the email and ask for more information

d. Open the attachment if your virus software doesn’t tell you not to

7. Which of the following are appropriate security steps when working remotely? (Circle all that apply)

a. Not sharing VA data with anyone outside of the VA

b. Obtaining your supervisors permission

c. Not sharing your username and password

d. Not storing VA data on personally owned equipment

8. Software specifically designed to damage, corrupt, and disrupt a computer or network is known as:

a. My favorites

b. Malicious software or ‘malware’

c. Junk mail

d. Spam

9. If you think your computer is infected with a virus, you should tell

a. Your computer manufacturer

b. Your Information Security Officer (ISO)

c. Acme Virus Protection, Inc.

d. None of the above

10. Social engineering is a way for people to gain your trust so they can get you to give them information or access to VA resources they shouldn’t have.
a. True

b. False

11. Practices contributing to secure to secure laptop usage include:

a. Encrypting the hard drive

b. Ensuring the systems administrator is keeping the laptop updated

c. Keeping the laptop close while traveling

d. All of the above

12. Which of the following are secure passwords practices?

a. Using upper case, lower case, numbers, and special characters

b. Using words found in a dictionary

c. Using names or locations

d. Using social security or license plate numbers

13. Which of the following items are recommended for backing up your files?

a. Store files in a single location such as the My Documents folder.

b. Your IT staff should backup the data from your computer to a server.

c. If you are not sure your backups are occurring regularly, contact your IT staff

d. All of the above

14. If you think a computer security incident has occurred, you should:

a. Ask your friend down the hall what to do

b. Gather all the information you can, and report it to your ISO

c. Contact your local media

d. All of the above
