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 SOP 22
Management of Research Data

1.0 PURPOSE AND SCOPE

1.0.1 To provide instructions on managing the storage of VA research data.  Responsible information management is critical for the sharing of research data, particularly among the Department of Veterans Affairs and academic affiliates in the conduct of biomedical research. The importance of ensuring data security, and in particular the protection of personal information and personal health information, is fundamental.
1.2
Investigators and staff must ensure that research data is appropriately secured and maintained within the Charleston VAMC including leased space, approved offsite locations and CBOCs.  Sensitive Data may not be maintained on outside servers that are not VA approved.   Transfer of sensitive data outside the facility must incorporate appropriate encryption security and in some cases, requires the use of a Data Use Agreement.
3.0 
DEFINITIONS

3.1 
Data. For purposes of this policy, the term “data” means information derived directly from patients or human research subjects or indirectly through accessing databases; it includes information from Deoxyribonucleic Acid (DNA) sequencing. It does not include information derived from research involving animals or other types of research that do not involve human subjects.
3.2
Sensitive Information: All Department data on any storage media or in any form or format, which requires protection due to the risk of harm that could result from inadvertent or deliberate disclosure, alteration, or destruction of the information.  
3.3 
De-Identified Information:  Information that does not identify an individual, (or relative, employers, or household members of an individual) as required by VHA Handbook 1605.1 Appendix B and with respect to which there is no reasonable basis to believe that the information can be used to identify an individual.  
3.4 
III- Individually Identifiable Information:  Information that is a subset of health information, including demographic information collected from an individual, and (1) is created or received by a health provider, health plan, employer or health care clearinghouse; and (2) relates to the past, present, or future physical or mental health or condition of an individual; the provision of health care to an individual; and (a) that identifies the individual; or (b) with respect to which there is reasonable basis to believe the information can be used to identify the individual.

3.5 
PHI – Protected Health Information:  PHI is individually identifiable health information transmitted by electronic media, maintained in electronic media, or transmitted or maintained in any other form or medium.

3.6
Encryption – To alteration of a file using a secret code so as to be unintelligible to unauthorized parties. 
3.7
Transfer – To remove data to a destination other than the VA medical center and its approved sites.  This can be accomplished in a variety of ways such as CD, flash drive, disk, and/or portable drives, or electronic transmission.
3.8
Data Use Agreement (DUA) - a contractual document used for the transfer of data that has been developed by nonprofit, government or private industry, where the data is nonpublic or is otherwise subject to some restrictions on its use. Often this data is a necessary component of a research project and it may or may not be human subject data from a clinical trial, or limited data set information as defined in HIPAA. VA must retain a copy of all data that are transferred.
3.9
Animal Research Information – For the purposes of this policy, information obtained during the conduct of animal research will not be considered “Sensitive Information” (SI) unless the research involves non-human primates or research focusing on pain in animals. Information collected during research focusing on pain in animals or research involving non-human primates will be considered SI and must be maintained on a secure VA server and the responsibilities and procedures described in this policy apply.
4.0 
RESPONSIBILITIES:
4.1
R&D Committee:  The R&D Committee is responsible through the Chief of Staff to the Medical Center Director for ensuring that research projects containing sensitive information, PII or PHI have appropriate safeguards in place for data security. 
4.2
Investigators:  Must ensure that research data is maintained, stored and secured in compliance with this document.  He/she is responsible for appropriate encryption when sensitive data is transferred using portable means, placed on a laptop, or stored on a server or other means that may be accessible by unauthorized personnel.  VA Research Data may only be destroyed in accordance with VA Records Control Schedule (RCS) 10-1.  Consult with the ACOS/R&D and/or the Information Security Officer prior to destroying any research related data.
5.0
PROCEDURES:
5.1
Data type determination:  The investigator must determine if the data resulting from a VA research project is considered sensitive data (see above for definition).  It is highly recommended that the investigator consult with the Information Security Officer and the Privacy Officer in making this determination.  

5.11
If the data contains sensitive information, it must be maintained on a secure VA server or on a computer using VA approved encryption software.
5.12
If the data does not contain sensitive information, it is encouraged that the file has at least password protection.
5.2
Storage of Data at VA:  Sensitive data may only be stored on a VA server such as the V or R Drive or on a computer using VA approved encryption software.  Sensitive data cannot be stored at an off-site location unless approved by the Supervisor, the ACOS/Research, the ISO, and the Privacy Officer.

5.3
Transfer of Sensitive Data to another location outside VA:
5.31
Sensitive data may not be transferred outside of VA unless it meets the following requirements:


5.32
Data is encrypted with VA approved encryption software. 

5.33
Only approved thumb-drives may be used.  Utilization of personally-owned USB thumb drives within the Department is prohibited.  FIPS 140-2 certified USB thumb drives will be procured with VA funding for VA employee utilization, if the need to utilize a thumb drive as an external storage device exists.  This must be approved by the individual’s supervisor, the CIO and the medical center Director and the thumb drive must be provided by the local OI&T senior representative. The local OI&T senior representative is the CIO.  

5.34
CDs must be encrypted using approved encryption software

5.35
Laptops must be encrypted

5.36
Appropriate approvals have been obtained from the Supervisor, the ACOS/Research, the ISO, and the Privacy Officer.
5.4
The Charleston VA must maintain a copy of all data that is transferred outside the facility.  Non-sensitive VA information and de-identified VA data stored outside of the VA environment must be returned to the VA upon completion of the study and/or data analysis. 
5.5
Any unauthorized use, disclosure, transmission, removal, theft, loss, or destruction of VA research-related protected health information (PHI), individually identifiable private information, or confidential information, as defined by the HIPAA Privacy Rule, the Common Rule, the Privacy Act, or 38 U.S.C. §§5701, 5705, and 7332 MUST be reported to the ACOS for Research, the facility ISO, and the facility PO within 1 hour of becoming aware of the situation. .
6.0
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